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Abstract
Remote work has increased reliance on online collaboration plat-
forms, which has enabled more data-driven feedback on workplace
collaboration. However, this data collection raises surveillance con-
cerns, prompting users to weigh privacy losses against team bene-
fits. This balance becomes asymmetric when benefits to individuals
may limit benefits to teams. Studying this asymmetry, we inves-
tigate the trade-off between the benefits and concerns of group
informatics systems that measure collaboration effectiveness from
digital traces. This paper employs a survey with 216 vignettes that
evaluate how five hypothetical design factors (measurement aggre-
gation, access, data type, algorithmic transparency, and control)
affect this trade-off. We find that design factors influence inten-
tion to use primarily through their effect on benefits and concerns;
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the relative importance of design factors shifts in group contexts;
and we identify five design tensions that need to be managed in
group informatics systems. We provide exploratory instantiations
of contextual integrity and privacy calculus in group settings.
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1 Introduction
Collaboration is a pivotal component of modern knowledge work,
as workers are in twice as many collaborative teams as they were
five years ago [123]. Today, employees collaborate across time and
space, relying on in-person communication, virtual collaboration
platforms [48, 137, 138], email, shared documents, and project man-
agement tools. With collaboration fragmented across mediums and
subgroups, collaboration effectiveness is impacted, which can, in
turn, influence team performance [41, 93, 97]. Many collaboration
characteristics important for team success, such as psychological
safety [40], are comprised of collections of behaviours (e.g., mutual
respect, admitting to mistakes, sharing wild ideas [100]), which can
be hard for individuals to mentally keep track of.

To monitor and present patterns in behaviour, the field of per-
sonal informatics (PI) uses technology to collect relevant infor-
mation for self-reflection [79]. For example, Di Lascio et al. [33]
utilized a multi-sensor system to track when knowledge workers
take breaks, and Epstein et al. [44] integrated break-taking data
into reflection systems. We posit that there is an opportunity to
investigate how this concept might extend to teams, particularly in
the workplace—referred to here as group informatics (GI). We define
group informatics as systems that present metrics and/or sum-
maries of important characteristics of team collaboration, which
are reported at a group level or reported for group reflection. These
systems may improve collaboration effectiveness—past work has
shown that when team members are self-aware of their contribu-
tions to collaboration, team performance improves [34].

HCI is just beginning to explore these systems. For example,
researchers have used surveys to understand which collaborative
metrics would be of interest [84], or have made initial efforts to-
ward designing algorithms [49, 100]. Other work has used design
fictions to imagine the challenges that may arise in implementing
GI systems in a workplace [76]. Yet the proposed design of these sys-
tems lags behind, with a noted lack of empirical studies [54]. While
researchers have developed real-time systems that use trace data
to help teams stay on track during meetings [25], HCI researchers
have yet to study how we might design systems that report on key
collaboration constructs. At the same time, simple GI systems are
actively entering the marketplace. For example, Microsoft Viva’s
Insight functionality claims to “analyze collaboration, meetings,
wellbeing, and coaching trends to uncover improvements” using
data from Microsoft products, and the Pulse feature aggregates
employee surveys to report team health [96]. These systems may
present concerns of workplace surveillance and resulting harms to
career progression [90] or performance management [98].

In general, researchers have described a trade-off [9, 51, 132]
between the personalized benefits and the privacy violations arising
from data collection, showing that these benefits and drawbacks
are more complex than simple binaries. Individuals may undergo
a “privacy calculus" to determine how comfortable they are with
sharing information based on what they will receive in return
[61]. This calculus becomes more challenging in group settings,
where benefits are often collective (team efficiency) but risks are
individual (personal privacy violations). For instance, requirements
for individualized consent [27] mean that opting out can serve
individual needs but harm groups, as it can degrade the accuracy of

group measurements. Recent work has focused on an individual’s
privacy calculus, where the same person takes the risks and gets
the benefits [75]; multi-party privacy, where there are conflicting
privacy preferences but little consideration for benefits [125]; and
workplace surveillance technology, which is used to monitor or
evaluate employees, but does not often aim to provide benefit to
the group [36, 61]. This leaves a critical gap in our understanding
of how workers navigate privacy decisions when their personal
privacy is at odds with their team’s performance.

To design for this asymmetry, we need to consider privacy’s
contextual nature. In the design of GI systems, these contextual
parameters can be concretized into design choices, and past work
has shown that these choices influence perceptions [57, 90, 98, 134].
These design features can reconfigure the asymmetry—for instance,
displaying group-level outputs makes those who opt out invisible.
Privacy perceptions may depend on design choices such as how the
data are aggregated [127], who has access to the data [134], what
data are collected [60, 134], whether data collection and analysis is
transparent [6, 56], and whether users have the chance to provide
non-coerced consent [27].

While past work shows that users weigh privacy risks and ben-
efits when deciding to use a technology, and contextual integrity
[101] shows how context matters, we lack an understanding of how
concrete design choices in the context of GI systems influence this
privacy calculus in an asymmetric scenario. To explore this gap,
we conducted a pilot study (32 vignettes, n=106) and a comprehen-
sive study (216 vignettes, n=235), systematically demonstrating the
effects of five hypothetical design characteristics of GIs (measure-
ment aggregation, access, data types, algorithmic transparency, and
control) on perceptions of benefits, concerns, and intentions to use.

Specifically, we ask: (RQ1) How do design characteristics of
GI systems affect workers’ perceptions of the trade-off be-
tween concerns, benefits, and intention to use?We revisit these
findings in the context of a complete GI system to ask: (RQ2)What
design tensions emerge from these trade-off perceptions?

We found that design factors influenced intention to use by affect-
ing perceived benefits and concerns, validating the privacy calculus
framing of this problem, even when benefits are collective. Specif-
ically, participants noted that GI design characteristics, such as
displaying data individually, data transparency, and opt-out control,
would make the system hypothetically more beneficial, whereas
restricting access to only leaders was perceived as concerning. The
relative importance of design factors in this asymmetric context
does not always mirror that in individual contexts [134], with data
type and access levels showing minimal effects on concerns and
benefits. Instead, design choices that instantiate transmission prin-
ciples (rules relating to how data flows [101]) emerged as most
influential. Evaluating the concerns and benefits of whole GI sys-
tems, we identified five initial design tensions that must be thought-
fully managed. We identify tensions between individual agency
and group accuracy; personal utility and team cohesion; system
transparency and interpersonal trust; motivation and surveillance;
and algorithmic consistency and contextual fairness, reflecting the
fundamental asymmetry in which design must balance individual
privacy protection with collective benefit.
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We contribute 1) an initial baseline understanding of user con-
cerns for an emerging, asymmetric technology, GI, identifying de-
sign factors that may affect adoption, in the absence of real-world
examples. 2) We identify which hypothetical contextual design fea-
tures influence perceptions of collective benefit and individual risk,
building on the idea of privacy calculus in an asymmetric setting. 3)
We contribute five preliminary design tensions, offering concrete
framings for the trade-offs between individuals and teams, as well
as early design implications for easing these tensions.

2 Background
In this section, we review the balance of risks and benefits in tech-
nology adoption, and focus on asymmetric scenarios such as work-
place surveillance. We build on privacy calculus, by studying this
trade-off in groups. We also operationalize contextual integrity,
showing how context manifests in design choices in GI systems.
We end with an overview of common informatics design choices.

2.1 Personal and Group Informatics
PI systems exist in various forms to collect, summarize, and present
individual-level data to promote reflection and behaviour change. In
a review of PI in theworkplace, Kersten-vanDijk et al. [71] classified
these systems into two categories: systems for self-monitoring and
reflection, and systems that provide actionable feedback. PI-enabled
reflection is beneficial. For instance, Sefidgar et al. [113] found that
reflecting on personal data improved self-awareness, which was
crucial for achieving work-life balance. PI systems can also provide
users with contextual insights, suggestions, and feedback. Jung
and Lee [68] employs counterfactual explanations in PI systems to
suggest contextual changes when the user is coping with stress.

While the predominant focus of informatics literature is still pro-
viding feedback to a single individual, some studies have started to
consider technology to support reflection in pairs [78, 139], families
[77], and ad hoc, online teams [105]. This informatics literature still
primarily focuses on summarizing individual data, even if reflected
on in groups. Yet, GI systems could also be designed to summarize
and share information about group-level attributes, such as psy-
chological safety or shared understanding. Moving to a group level
introduces asymmetries in which individual decisions can affect the
benefits of entire groups, in terms of perceptions of surveillance,
alignment, and privacy beliefs.

2.2 Concerns with GI Systems
As with any underexplored area of research, many open-ended
questions arise. Challenges from PI systems may extend to GI [11]:
such as alignment [126], where misalignment between team mem-
bers occurs when they differ on what “optimal" entails for a specific
metric [131]. GI metrics may also be used for unintended purposes,
such as to prevent career progressions [90], or for evaluation and
performance management [98]. Workers are also concerned with
how different data types (e.g., meeting data) will be shared with oth-
ers [126]. Any productivity-related systems have implications for
trust between employees and the organization [90]. Data collection
can trigger the Hawthorne Effect, in which workers behave differ-
ently because they know they are being monitored [31]. Monitoring
systems may also create workplace competition [70, 126].

2.2.1 Workplace Surveillance. Concerns with GI systems become
outsized when we consider the power imbalances in a workplace.
Any workplace data collection can lead to perceptions of workplace
surveillance [28]. For example, Oz et al. [104] identified a disconnect
between supervisors and non-supervisors and their goals with
surveillance systems, resulting in tensions. Surveillance perceptions
can also be influenced by the type of data collected. For example,
Corvite et al. [29] studied workers’ perceptions of the benefits and
risks of emotional AI in the workplace, finding a variety of risks
(e.g., harm to their wellbeing, harm to the most marginalized) that
overshadowed potential benefits. Researchers have identified a gap
between the intentions of workplace tracking programs and their
actual impact on individuals, suggesting that merely incentivizing
something does not guarantee meaningful progress. For example,
Adler et al. [3] studied perceptions of hypothetical stress-sensing
technologies for resident physicians, finding that participants were
concerned that they would be used to reinforce power asymmetries.

Workplace surveillance technologies generally do not aim to ben-
efit those they surveil—instead, they benefit organization leaders.
The asymmetry in GI systems means that although the benefits are
intended to be collective, surveillance concerns may be perceived
differently across individuals, leading to varying acceptance.

2.3 Privacy Frameworks
We review three privacy frameworks that may influence the benefit-
risk balance that workers’ perceive in GI systems.

2.3.1 Privacy Calculus. When considering any form of data col-
lection, researchers describe a trade-off that users reason through
[2, 9, 51, 132] by balancing a loss of privacy with the potential ben-
efits of personalization—solving the ‘calculus’ of whether a system
is worth using. For example, Seberger et al. [112] examined the
tension between well-being apps that propose better living and
the negative affective implications due to surveillance. This cal-
culus can be nuanced and contradictory, as tracking apps may be
simultaneously perceived as “creepy" yet still beneficial [112]. This
highlights asymmetry in the ongoing calculus, where the varying
perceptions from individual to individual in differing situations
[82] is compounded when the benefit is collective. Asymmetry can
also mean that people may not always act in their own self-interest,
and that the trade-offs can be quite complex to weigh [2].

2.3.2 Multi-Party Privacy. This asymmetry has been studied in so-
cial media research, yielding open challenges regarding multi-party
privacy. Researchers have highlighted the complexity that arises
when privacy involves multiple parties, as well as the conflicting
privacy preferences of different individuals [10, 67, 124, 130]. Such
and Criado [125] note a tension where havingmore fine-grained pri-
vacy approaches could make the end product less useful. Research
in this domain has also taken a more computational perspective,
such as proposing cryptographic protocols that preserve privacy
for multi-party access control [114], group-based stochastic mod-
elling to identify potential privacy conflicts [144], and introducing
a mediator into existing protocols without compromising privacy
or accuracy [116]. Yet, the multi-party privacy literature primarily
focuses on conflicting preferences rather than asymmetric benefits.
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2.3.3 Contextual Integrity. This privacy calculus that users un-
dergo is also extremely contextual. Nissenbaum [101] introduced
the theory of privacy as contextual integrity, which states that
privacy perceptions are affected by the context from which the
data is collected, the actors involved in the interaction, the at-
tributes of the data, and the transmission principles (stipulations
that shape/constrain the flow of information) [101]. This theory
has been applied in HCI to understand the privacy needs of online
groups [26], observe employee attitudes towards workplace surveil-
lance [134], study comfort with using social media data for research
[57], and understand privacy in extended reality [60]. Becker [9]
argued that characterizing and detailing the trade-offs between
benefits and concerns further strengthens the contextual integrity
framework. Thus, context is crucial in understanding this asymme-
try. In informing the design of GI systems, we can operationalize
this context in concrete design choices. We now review design
choices that are suggested to be important for privacy perceptions.

2.4 Design Choices for Informatics Systems
We summarize six common design choices from PI literature (data
transparency, data aggregation, access levels, control, data type,
and use cases) that inform our vignette designs.

A common design guideline is to increase transparency into how
data is collected, aggregated, and analyzed [2, 32, 54]. For example,
Das Swain and Saha [31] suggest that current large language mod-
els (LLMs) will be able to provide contextualized explanations for
metrics. Meyer et al. [95] suggest that systems should provide quick,
high-level statistics with the option to drill down into more detail
when needed, and offer natural-language explanations in place
of visuals. In this work, we investigate how the benefit-concern
trade-off is evaluated when increased transparency potentially risks
others’ privacy rather than your own.

Researchers have also investigated how informatics should be
displayed [4], particularly how data should be aggregated (e.g., by
groups or individuals). For example, Mathur et al. [91] success-
fully mitigated surveillance concerns in an informatics system by
anonymizing data sharing. Lushnikova et al. [83] also suggests that
aggregating data at a high-level visualization could be a straightfor-
ward approach to making privacy-sensitive design choices. Here,
we analyze the effect of two forms of aggregation: individual mea-
surements for collaborative reflection and group-level measures.

Who has access to these measurements is another important
design decision. Power asymmetry has been discussed in the liter-
ature, whether it takes the form of the generalized employer [62]
or a specific managing individual [30]. Vitak and Zimmer [134]
stratified the workplace into six levels, including one’s direct team,
direct supervisor, and senior executives. Their modelling found
that participants were less comfortable sharing data with members
of their direct team or with coworkers on an anonymous dash-
board. We analyze how individuals decide on the appropriate level
of access for an entire group.

Control over personal data in a workplace setting has been ex-
tensively discussed in the literature [2, 19, 20, 32, 38, 82, 104, 107].
The interview study by Roemmich et al. [107] showed that the issue
was not necessarily that workers wanted to conceal information,
but rather that they were losing autonomy to manage their own

information. Participants noted that opting in was important, as
they would be choosing to provide information. Thus, the degree
of control individuals have over the adoption of different kinds of
information systems affects their comfort. Given the asymmetry in
which having more personal control may increase personal benefit
but harm collective benefit, we evaluate this trade-off in our work.

The types of data being used in these systems also matter, with
past work using textual information and individually-produced
artifacts [16, 52], emails, chats, calls and video calls [16, 19], and
metadata, like who emails whom and when [94]. The literature also
investigates much more invasive types of data, including geolo-
cation [94] and biometric and health data [107]. With a focus on
workplace use, we analyze how communication, work products, or
metadata affect perceived benefits and concerns.

Since PI systems can be used for both actionable feedback and
self-reflection [55, 71, 108, 119, 131, 140], different scenarios should
be consideredwhen designing informatics systems. In self-reflection,
designing opportunities for self-discovery [11] and deliberately
slowing down [140] have been suggested. For collaborative use
cases, the literature emphasizes conversational components [11],
especially in a workplace [19]. Evaluation of employee performance
is also a common scenario in the literature on informatics in the
workplace [19, 29, 38]. While designers may not have control over
all use cases of a tool, given the influence of use on system accep-
tance, we also investigate the role of use cases.

2.5 Summary
Despite the promise of GI systems, we lack an empirical understand-
ing of how workers perceive the asymmetrical trade-offs inherent
when data is either collected, shared, or displayed at a group level.
Current models of privacy calculus assume symmetric concern-
benefit trade-offs, and current design choices from PI focus on
individual agency and benefit. Privacy perceptions are highly con-
textual. Toward the design of GI systems, we operationalize this
contextual nature (that designers have control of) through concrete
design choices. To elucidate the tensions in making concern-benefit
calculations for group systems, we investigate how the design char-
acteristics of GI systems affect users’ perceptions of benefits, con-
cerns, and intention to use.

3 Pilot Study
As GIs are still emerging [76, 84], we first conducted a pilot study
to prioritize the factors that influence perceptions of benefits and
concerns.

We employ a factorial vignette methodology. Factorial vignettes
are a survey method that present short scenarios which are sys-
tematically varied to introduce different contextual factors [135].
Vignettes allowed us to vary key design choices for GI systems
to understand how these high-level factors relate to concerns and
benefits and, in turn, how they reveal tensions between individ-
uals and groups. Vignettes additionally allow us to incorporate
multiple, co-occurring factors that influence perceptions of privacy
[101], blending survey and experimental design [57, 135]. Facto-
rial vignettes have been used across HCI [7, 37, 65, 72, 73, 80], and
are particularly heavily used in surveillance and privacy research
[1, 5, 15, 22, 43, 57, 60, 63, 89, 99, 128, 134].
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3.1 Methods
We overview our vignette design and survey measures, followed
by participant recruitment and data analysis.

3.1.1 Vignette Design. We designed a set of vignettes accompanied
by background information applicable to all hypothetical scenarios.
Keeping vignette scenarios simple allowed us to study an emerging
area where the technology is not yet fully realized (e.g., Lutz and
Tamò-Larrieux [85]), without participants fixating on a specific
implementation (or interface), and instead focusing on high-level
design factors. By keeping scenarios broad, we encouraged partic-
ipants to imagine the system in their own context [110], thereby
exposing the underlying reasons for perceived concerns and bene-
fits. We chose not to specify collaboration metrics (e.g., focusing on
a system for shared understanding) because GI systems can be used
for various elements of collaboration, with some being more or less
important depending on one’s work experience, or too complex to
fully comprehend in a short survey.

Our vignette factors were selected to systematically test three
core design decisions identified by prior research as critical to pri-
vacy perceptions in workplace informatics. We grounded our factor
decisions in the theory of privacy as contextual integrity [87, 101]
and past research on workplace informatics tools. Previous research
has shown that anonymity and aggregation influence perception
[132]. Aggregation directly affects the information type or data
subject in contextual integrity [87, 101], as displaying individual
data can raise privacy concerns compared to displaying team-level
summaries. Hierarchy and access also influence comfort with in-
formatics systems [104, 126, 134], directly aligning with the actor
or recipient in the context of contextual integrity [87, 101]. Lastly,
workplace surveillance literature indicates that workers are most
concerned about the misuse of these systems [19, 38, 90, 107, 134],
representing use cases, a component of contextual integrity that is
missing from the original model [87]. We began our exploratory
pilot study with these categories. Other factors (data type, trans-
parency mechanisms) were held constant in the pilot (e.g., public
data only) to avoid overwhelming the design space at the outset.

Each key factor includes different levels (e.g. “Aggregation Level:
Individual"). The first and last authors iteratively brainstormed to
identify these levels, informed by the workplace surveillance [104,
132, 134] and informatics literature [45, 76, 83]. Some levels were
more straightforward than others, such as the individual vs. group-
level measurements. A more difficult decision was the use-case
key factor, where we collaboratively ideated a set of scenarios that
covered both beneficial ways the tool could be used, and harmful
uses discussed in prior work [19, 38, 90, 107, 134].

A summary of all factors and levels for the pilot vignettes is
shown in Table 1. The length and level of detail of the vignettes are
comparable with past vignette research [13, 134]. Among these pos-
sible combinations, we filtered out eight impossible combinations,
as recommended by Jasso [66], such as displaying a team-wide
measurement that was only visible to an individual contributor.
After this filtering, we were left with 32 vignettes. To implement
the vignettes in Qualtrics, we modified a Python script [92].

3.1.2 Survey Design. Participants provided consent, were shown
the instructions and background statement (Appendix A), and were

told that it applied to all vignettes. Participants were required to
pass a comprehension check based on the background information.
Participants then saw five of the 32 vignettes, randomly assigned,
with a standard Prolific attention check after the third vignette. We
also collected standard demographic information.

3.1.3 Measures. Due to the evidence of “privacy calculus” [9, 30,
51, 61, 112, 132, 143], we hypothesize that perceived concern and
benefit will be mediating variables of intention to use (dependent
variable). This means that in each vignette, participants will eval-
uate the perceived benefits and concerns of this technology, and
whether they intend to use it.

Dependent and Mediating Variables:We created multi-item
scales for perceived benefits and concerns, based on similar scales
[53, 133]. The goal was to capture a breadth of concerns and benefits
that participants may have in mind when evaluating the hypotheti-
cal system. To address perceived concerns, we adapted a workplace
surveillance scale from Furnham and Swami [53], selecting five
items relevant to GI systems. For perceived benefits, we adapted
the “Perceived Usefulness" section of Venkatesh and Davis [133],
taking all four of their original items. The items in both scales were
adapted to better reflect GI. All questions were measured on a seven-
point Likert scale (strongly disagree/strongly agree - Appendix C).
The pilot data yielded Cronbach’s alphas of 0.85 for concern and
0.88 for benefit. Following best practices, we included open-ended
questions [8], asking about additional concerns or benefits.

The dependent variable, intention to use, was a single statement
(”Given my ratings of the statements above, I would want to use this
tool inmy team.”) fromVenkatesh andDavis [133], andmeasured on
a seven-point Likert scale. The order of the statements for perceived
benefits and concerns was randomized for each participant, with
the intention to use statement always shown last.

Controls: We controlled for age, managerial level, gender, race,
country of residence, and years worked with their current team.
Participants were also asked to fill out a privacy segmentation scale,
suggested by Kumaraguru and Cranor [74] and based on Westin
[136], to capture their baseline privacy disposition.

3.1.4 Participants and Recruitment. We recruited participants through
Prolific, filtering for English fluency, employment status (full-time
or part-time), and an approval rate of >99%. Each participant was
paid £3.35 (GBP), with a median completion time of 27 minutes
(approximately £7.50 per hour). We aimed to recruit 100 valid partic-
ipants, with a final sample of 𝑛 = 106. The study received clearance
through the University of Waterloo Research Ethics Board (#47337).

The pilot study participants were evenly split between men and
women (47.2% each), with themajority in the 25-34 age range (44.3%)
(Appendix B). Participants had primarily 1–3 years or 10+ years
of experience (30.2% each). The majority of our participants were
Black (63.2%), and predominantly managers, including both one-
level and multi-level managers (78.3% total). Some samples of these
job titles include Account Manager, Project Manager, Operations
Manager, and IT Manager.

3.1.5 Data Analysis. We removed participants who failed the com-
prehension check or the attention check (𝑛 = 8), did not complete
the privacy segmentation scale (𝑛 = 3), or identified as unemployed
(𝑛 = 1), leaving us with 𝑛 = 106 responses from the original 𝑛 = 118.
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Table 1: Overview of Pilot Study Vignette Factors

Factor Levels Description in Vignette

Aggregation Individual Measurement “an individual, personalized measurement”
Team Measurement “a single, team-wide measurement for the whole team”

Access

Only the individual contributor (IC) “by each individual, to see only their own measurements”
Only direct manager (DM) and their upwards
reporting managers

“only by your direct manager and their upwards reporting managers
(including executives)”

All ICs + DM on the team “by all of your team members and your direct manager”
Only DM “only by your direct manager, but not by you and your team”
Everyone in the organization “by everyone in your company”

Scenarios

Investigating a specific collaborative instance “to look up a specific collaboration situation, such as to understand why
the last meeting ended poorly”

Scheduled team check-ins “to check-in on the team regularly, such as during regular reviews after
projects conclude”

External evaluation “for external evaluations, such as performance reviews or project reviews”
Individual reflections (not within the team) “for you to individually reflect on and decide how you can help your team

improve”

As each participant rated five vignettes, each vignette received 16
ratings, more than past work [134].

Our data analysis plan consisted of three steps: first, we used a
linear mixed model (LMM) to model how each key factor influenced
perceived benefit and perceived concern, controlling for random
participant effects (since each participant rated five vignettes), simi-
lar to the analysis in Hadan et al. [60] and Vitak and Zimmer [134].
Second, we used a cumulative link mixed model (CLMM) to predict
intention to use based on key factors, perceived concerns and per-
ceived benefits. To show mediation, we used bootstrapping. These
last two steps are described in the Comprehensive Study section.

We determined the baseline for each factor based on what we
perceive as the most “common” use of GI systems. For measurement
aggregation, the baseline was team measurement, since we are
interested in groups. For access, our baseline was all individual
contributors and their managers, since the typical use case would
bewithin a team (where the entire team has access). For the scenario,
we used scheduled team check-ins because we believe this would
provide the greatest benefit during the team’s day-to-day activities.

3.2 Results
The regression tables (Table 9 and Table 10) are shown in Appendix
D. The concern model (marginal 𝑅2 = .18, conditional 𝑅2 = .60) re-
vealed that only individual access was associated with less concern
(p<0.001). Restricting access to ICs significantly reduced concerns,
suggesting that participants view horizontal data access as funda-
mentally safer than hierarchical access. Other design factors did
not show strong effects in this initial model, indicating that while
access matters, other, missing design levers might be dominating
user perceptions. The benefits prediction model (marginal 𝑅2 = .15,
conditional 𝑅2 = .50) similarly revealed that aggregation, access,
and scenario do not dominate user benefit perceptions as currently
measured. Together, both models suggest that demographics such
as race and age may be related to concern and benefit perceptions,
possibly reflecting varying expectations of privacy.

While the pilot confirmed that access levels influence concern,
the lack of broader significance across other factors suggested our
model was underspecified. Thus, we did not complete the second
and third analysis steps. The lack of findings motivated the team
to revisit the design of the key factors and dependent measures,
specifically by analyzing the open-ended responses from the pilot
study, as described in the following section.

4 Comprehensive Study
We first describe how we revised the vignette survey, describe the
new survey, and present our results.

4.1 Revising the Study Design
To revise our study design, we conducted open coding [109] on the
open-ended responses from the pilot dataset. We coded all mentions
of specific concerns and benefits (to inform our scale measure), and
all mentions of the system features that affect participant percep-
tions (to inform our key factor design).

4.1.1 Revisiting Key Factors. Participants described several charac-
teristics of hypothetical GI systems that influence their intention
to use them. They confirmed that the measurement aggregation
(information type/data subject equivalent [87, 101]) influenced per-
ceptions of concerns and benefits, some stating that team-wide
measurements provide “less risk of individual team members feel-
ing scrutinized,” while others claimed displaying IC performance
“could be helpful to balance the workload amongst team members.”
Access (recipient or actor equivalent [87, 101]) also factored into
participants’ decision making, with participants concerned with
members having “free access to your manager’s numbers/activities”
and seeing benefit in “..this tool...[which] can be accessed by each
individual in the team.” Participants were hesitant to assert any
specific benefits or concerns tied to specific scenarios (purpose or
use equivalent [87, 101]). Adoption was dependent on conditions,
such as “if it’s part of a broader feedback system that values both
data and human judgment,” claimed some respondents, while others
proposed their own desired scenario, such as “a summary of tasks
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Figure 2: We kept the first two key factors and their levels, removed the third factor from the pilot, and identified three new
factors for the comprehensive study. We also increased the number of participants (n=106 to n=235) and total valid vignettes
(n=32 to n=216) from the pilot to the comprehensive study. IC = Individual Contributor, DM = Direct Manager

and information shared...to have all collaboration information in one
place and show who is responsible for which task.” We acknowledge
that the ultimate use of the tool is largely outside the control of
the technology designer [22, 81]. While studying the intended and
actual use of the technology is a critical research step, we believe
this evaluation is better suited once a more concrete design for GI
systems is developed [19, 76].

Numerous participants raised concerns about algorithmic trans-
parency, data type, and opt-out control. Participants discussed how
data is processed and collected. As one respondent stated, concerns
that they “have no clue about how it does its appraisal” highlight the
salience of algorithmic transparency. Studies have shown that users
are more comfortable with AI technology when they understand
what the algorithms are doing [30, 62]. Algorithmic transparency is
also an example of a transmission principle in contextual integrity,
as described by Malkin [87], as it is a rule that dictates data can only
be shared if it is appropriately explained. Participants repeatedly
described how data types influence their perceptions. Some explic-
itly stated they “would worry about the type of information that it
really collects,” while others mentioned specific data they would
be concerned about, such as “private things like email.” This factor
maps directly to the “data type" parameter in contextual integrity
[87], and was not accounted for in our pilot vignettes. Data type
has been shown to influence perceptions of privacy and surveil-
lance in prior empirical work, as some data types are considered
to be more private than others [16, 19, 52, 94]. Others expressed
strong concerns that the tool involved “private information being

collected without consent,” indicating the importance of consent and
opt-out control. As explicitly listed in Malkin [87], consent is an ex-
ample of a transmission principle within contextual integrity. Much
HCI work has stressed the importance of providing robust consent
mechanisms when personal data is collected [19, 32, 38, 104, 107].

Taken together, these insights motivated a refocusing of our
vignette design to better align with our research questions and
with the contextual integrity framework as it applies to GI systems.
Specifically, we removed scenarios as a key factor and introduced
three new key factors: data type, algorithmic transparency, and
opt-out control, which more accurately reflected the transmission
principles and information sensitivities that participants described.
A summary of the changes is shown in Table 2.

4.1.2 Revisiting Measures. Our open-ended responses identified
perceived benefits and concerns that largely aligned with our mea-
sures. There were several comments about the tools’ potential
to increase efficiency, performance, and productive collaboration:
“...increase likelihood of fun light-hearted competition..”. Meanwhile,
fear that the tool “can cause misunderstandings between team mem-
bers" is an example of a misuse captured by our initial measures.
There were also several reported benefits and concerns that our
multi-item measure did not capture. One participant wrote that
these systems “can help with accountability, goal setting, and iden-
tifying areas for improvement,”. Due to the breadth of open-ended
responses, we determined that the diversity of benefit and concern
themeswouldmake it difficult to develop comprehensivemulti-item
scales. Therefore, following precedent from past vignette studies
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[1, 5, 22, 57, 60, 63, 89, 99, 128, 134], we decided to reduce the ben-
efit and concerns measures to single items, each, which allowed
for broad interpretation. This allows participants to reach conclu-
sions organically about perceived benefits and concerns, while also
reducing respondent fatigue.

To assess the validity of switching to single-item measures, we
examined predictive validity as a proxy for convergent validity
(an established approach for validating single-item measures [12]).
Both concerns and benefits correlated strongly with the intention to
use question (𝑟 = −0.34, 𝑝 > 0.001 for concerns, and 𝑟 = 0.74, 𝑝 <

0.001 for benefits). In the comprehensive study, the single-item
concern measure showed a stronger correlation with intention to
use (𝑟 = −0.56, 𝑝 > 0.001) as did the single-item benefit measure
(𝑟 = 0.82, 𝑝 < 0.001). This consistency in direction and magnitude
of correlations across both measurement approaches, combined
with precedent from past vignette studies [57, 89, 134], supports
the use of single-item measures. As correlations are stronger in
the comprehensive study, this may reflect the broader single-item
framing better capturing the full range of concerns and benefits.

4.2 Methods
Much of the study design remains similar to the pilot; thus, in this
section, we only describe key differences.

4.2.1 Vignette Design. The pilot study’s open-ended responses and
additional literature informed the key factor changes and their cor-
responding levels. We designed the levels to reflect what could
easily be used in GI systems, particularly in workplace contexts. In
the case of data types with varying levels of privacy, we defined the
following based on Section 2.4: team messages and meeting tran-
scripts (most personal) [16, 19], completed project outputs [16, 52],
and metadata about activity (least personal) [94]. For algorithmic
transparency, we considered a range from least to most transparent.
Drawing from examples that already exist in the workplace context,
such as AI summaries of meetings [96, 145], this led us to include:
no transparency, a narrative description (explanation) [31], or direct
links to important input/source data (e.g., “the score is lower this
week due to Wednesday’s meeting, see transcript here.”) [95]. For
control, we defined: no opt-out control, some opt-out control, and
total opt-out control [19, 38, 82, 104, 107]. Lastly, we removed the
“entire organization” level of Access, as all open-ended responses in
the pilot highlighted that it would be unrealistic and untrustworthy
for the entire organization to access a specific team’s dashboard. In-
stead, participants brought up the benefit of both having individual
access, and for the manager to have access to data about their team.
As such, we combined these two options into a single level, where
managers can access a team dashboard, and each individual can
access their personal dashboard. This is in line with the literature
in Section 2.4 [30, 62, 134].

Table 2 summarizes the key factors and levels included in the
final study. Team-level display is incompatible with the two levels
of the access factor that are personalized to individuals. Thus, 54
vignettes were eliminated, leaving 216 for our comprehensive study.

4.2.2 Survey Design. The general survey design remained identical
to the pilot study. Due to the additional key factors, we reduced the
background information, as more variables were varied rather than

fixed (Appendix E). The same comprehension checks and attention
checks were used, and participants still rated five randomly selected
vignettes with an open-ended question after each one.

4.2.3 Measures. We followed past vignette studies [57, 60, 134] in
using a single-item measure for each concern and benefit: I imagine
that this tool could have negative consequences for my team., and I
imagine that this tool could positively benefit my team, measured
on a seven-point Likert scale. We kept the same intention to use
measure and control variables.

4.2.4 Participant Recruitment and Demographics. We recruited par-
ticipants through Prolific, adding to the existing filters a filter for
at least a community college education level, to scope our sample
to those who may be more likely to be knowledge workers, where
virtual collaboration tools and teamwork may be more common.
Each participant was paid £2.67 (fewer questions reduced the com-
pletion time to 23 minutes, resulting in approximately £7/hour).
We aimed to recruit at least five ratings per vignette, requiring 216
participants. After filtering participants via the exclusion criteria
outlined in the pilot study, we were left with 235 participants.

Our comprehensive study had slightly more women (50.6%) than
men (47.2%). Similarly to our pilot survey, most participants were
aged 25-34 (42.2%), Black (57.4%), and managers at some level (72.7%
total). Respondent team experience was mostly dispersed across
1-3 (29.4%), 3-5 (23.0%), and 5-10 (37.4%) years (Table 3).

4.2.5 Data Analysis. The data analysis plan was largely similar
to the pilot study. With n=985 valid vignettes, we used CLMMs
to predict perceived concerns, benefits, and intention to use. As
benefits and concerns were nowmeasured using single-item ordinal
measures, a CLMM was more appropriate than the LMMs used
in the pilot study. The proportional odds assumption underlying
CLMMs was assessed using Brant tests [18] on equivalent fixed-
effects models. Vignette key factors satisfied the assumption in all
but one case (narrative transparency in the benefits model), with
violations concentrated in sparse control cells (Appendix F).

The intention to use model retains the same multi-level structure
as the benefits and concerns model, including participant fixed
effects, and all the same controls. We set the baseline for some
controls (e.g., years worked, age, manager level) equal to the most
populous group, as suggested in Field et al. [50]. To account for
demographic variation while avoiding sparse-category bias, we
included binary indicator variables for focal demographic groups
with sufficient sample size (e.g., race and country categories). Each
indicator contrasts membership in the focal group with all other
participants. This choice aligns with best practices for collecting
demographic data as it avoids collapsing small groups into an “other”
category, and does not present results for small sample sizes [21,
102]. A participant may contribute to multiple indicators.

To assess mediation effects, we first used a likelihood-ratio test
to determine whether adding mediators (perceived concern and
benefit) significantly improved model fit in the intention-to-use
model. We then we used non-parametric bootstrapping [86] to
determine whether the vignette factors influenced intention to use
exclusively by influencing perceived benefits and concerns. The
mediation model is shown in Figure 3.
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Table 2: Overview of comprehensive study vignette factors

Factor Levels Description in Vignette

Measurement Aggregation Individual Measurement “a labelled score for each team member”
Team Measurement “one score for your whole team”

Access

Each individual only sees themselves “only yourself, to see your own measurements”
Manager and upwards reporting line and
their upwards reporting managers

“only your direct manager and their upwards reporting man-
agers (including executives)”

All ICs and the DM “all of your team members and your direct manager”
Only DM “only your direct manager, not by you or any of your team

members”
IC sees self; manager sees everyone “your manager, although you can also see an individualized

dashboard based on your own data”

Data Type
Messages and meeting transcripts “messages and meeting transcripts”
Completed project outputs “completed project outputs like documents or code”
Metadata about your activity “activity timing and patterns (e.g., when you sent a message,

but not what you said)”

Algorithmic Transparency
None “does not provide explanations for the values that are shown”
A narrative description “provides a textual explanation of where the values came from”
Pointing to important input/source data “links to raw data, so that you can see the messages, transcripts,

work products and/or metadata that the value refers to”

Control
Total opt out control “able to opt out of all data collection”
Some opt out control “able to opt out of some data collection but not all”
No opt out control “not able to opt out of any data collection”

Figure 3: Mediation model. 𝑎1, 𝑎2 represent the effect of key factors on mediators, 𝑏1, 𝑏2 represent the effect of mediators on
intention to use, 𝑐′ represents the direct effect of key factors on intention to use, controlling for the mediators.

For the open-ended responses, we conducted open coding [109]
to identify specific concerns and benefits participants considered
when deciding (not) to use the system, as well as any comments
regarding key factors. Given our open-ended quantitative measure
of concerns and benefits, we felt it was essential to capture the
specific concerns and benefits to inform GI system design. The first
author began by tagging each open-ended response with a specific
concern or benefit, if mentioned, resulting in the initial set of codes.
Then, in collaboration with the last author, concerns and benefits
codes were grouped into axial codes.

To derive design tensions, the three authors collaboratively as-
sessed each finding against one another. To do this, we placed all
quantitative findings (e.g., significant key factors in the benefits and
concerns models) and qualitative codes (referring to a key factor) on
sticky notes on a virtual whiteboard. Systematically iterating over
each quantitative finding, we compared them to every other sticky

note, discussing if these goals were in alignment or in tension. Then,
we iterated through the qualitative findings. With a candidate list of
tensions, we collaboratively grouped and prioritized these tensions
based on how many pieces of evidence supported the tension (e.g.,
multiple key factors, or quantitative and qualitative results), and
how critical the tension was to resolve, based on the impact it would
have on workers.

4.3 Results
Across all vignettes, participants reported an average concern of
4.02/7 (𝑠𝑡𝑑 = 1.86), an average benefit of 4.58/7 (𝑠𝑡𝑑 = 1.82), and an
average intention to use of 4.41/7 (𝑠𝑡𝑑 = 1.92). This suggests that
participants are unsure whether the benefits outweigh the risks of
the proposed GI tool and are not very confident in their desire to
use it. The large standard deviations suggest that variation exists
across participants and key vignette factors.
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Table 3: Participant demographics (N = 235).

Age n (%) Gender n (%)

18–24 39 (16.6%) Man 111 (47.2%)
25–34 99 (42.2%) Woman 119 (50.6%)
35–44 59 (25.1%) Non-binary 3 (1.3%)
45–54 21 (8.9%) Other 1 (0.4%)
55–64 12 (5.1%) Prefer not to answer 1 (0.4%)
65–74 5 (2.1%)

Race n (%) Years worked n (%)

White 72 (30.6%) <1 3 (1.2%)
Black 135 (57.4%) 1–3 69 (29.4%)
Latine 11 (4.7%) 3–5 54 (23.0%)
South Asian 10 (4.3%) 5–10 88 (37.4%)
East Asian 3 (1.3%) 10+ 21 (8.9%)
Middle Eastern 2 (0.9%)
Southeast Asian 1 (0.4%)
Prefer not to say 1 (0.4%)

Job Type n (%) Job level n (%)

Education 25 (10.6%) Not a manager 57 (24.3%)
General Management 70 (29.8%) One-level mgr. 84 (35.7%)
Sales/Marketing 11 (4.7%) Multi-level mgr. 87 (37.0%)
Finance/Accounting 18 (7.7%) Unsure 5 (2.1%)
Healthcare 18 (7.7%) Prefer not to say 2 (0.9%)
IT 52 (22.1%)
Engineering 12 (5.1%)
Other 29 (11.1%)

Country of Residence n (%)

South Africa 121 (51.5%)
United Kingdom 39 (16.6%)
United States 13 (5.5%)
Poland 11 (4.7%)
Other (Europe) 21 (8.9%)
Other (N. America) 14 (6.0%)
Other (Africa) 6 (2.6%)
Other (Asia) 5 (2.1%)
Other (S. America) 4 (1.7%)
Other (Oceania) 1 (0.4%)

We conducted a sensitivity analysis to determine the minimum
possible partial effect size we could detect under the complex mod-
elling parameters (Appendix G). The minimal detectable effect size
with 80% power at 𝛼 = 0.05 is 𝑟𝑝𝑎𝑟𝑡𝑖𝑎𝑙 = 0.10 in the benefits model
(0.18 points on a 1-7 scale) and 𝑟𝑝𝑎𝑟𝑡𝑖𝑎𝑙 = 0.10 on the concerns model
(0.19 points on a 1-7 scale). As such, we can detect a substantially
smaller effect than a conventional “small” effect.

Due to the overrepresentation of managers in our sample, who
may feel differently about the balance of benefits and surveillance
concerns [104], we re-ran all of the models presented below, includ-
ing the interaction of each level of each key factor and manager
status, which did not significantly improve model fit (Appendix H).
Largely, benefits and concerns were not driven by manager status.
The benefits model showed no significant interactions, whereas the
concern model showed only one significant interaction (Manager
× access - DM and upward reporting line), indicating that man-
agers find this more concerning. In the intent model, managers

responded less positively to total opt-out control, and different
views for managers and ICs.

The 𝑅2
𝑚𝑎𝑟𝑔𝑖𝑛𝑎𝑙

values ranged from 0.15-0.17, and 𝑅2
𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙

val-
ues from 0.28-0.29, suggesting that individual differences in par-
ticipants’ privacy perceptions account for much of these ratings.
This is consistent with privacy research showing that people have
strong baseline privacy ideals [74]. The absolute 𝑅2

𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙
values

suggest that individual-level contextual factors beyond baseline
privacy orientation likely shape perceptions of GI systems in ways a
hypothetical vignette study cannot fully capture. Prior research has
proposed that privacy calculus is also influenced by macro factors
such as the national culture, social norms, and legal provisions [14].
Organizational culture also plays a role [24], and we can expect
that how safe one feels being vulnerable in their team, or their
psychological safety [40], could also influence how beneficial they
see the technology. Personal factors such as ethical orientation and
prior experience with surveillance technology further shape how
individuals reason about monitoring systems [14]. These factors
are highly situational and person-specific, and capturing their in-
fluence would require in-situ or longitudinal study designs, which
we identify as important future work.

We now present detailed results for each key factor.

4.3.1 Measurement Aggregation. Measurement aggregation had
two levels: a team line (baseline), and a labelled individual line. As
shown in Table 4, aggregating measurements at the individual level
was a significant predictor of perceived benefit relative to group-
level reporting, but not of perceived concern. Participants expressed
that individual-level reporting would feel less cooperative than
team-level reporting, which would create a more encouraging en-
vironment: “When scores are reported at the individual level, the tool
feels like surveillance or performance evaluation. This can discourage
collaboration, create stress, and damage trust...group-level measure-
ment would feel more supportive.” Other participants, however, noted
that individual-level reporting would make the feedback more ac-
tionable: “I would be more open to the tool when it balances personal
accountability with team-level reporting to managers, I think people
thrive when you focus on individual strengths and weaknesses...” Thus,
individual-level aggregation creates benefits through actionability,
but creates ambiguous surveillance concerns—which is supported
by the lack of statistical relationship with perceived concerns. This
finding suggests that other design choices, in combination with
measurement aggregation, may help to reduce some concerns.

4.3.2 Access. Access had five levels (Figure 2). As shown in Table 5,
the only significant level within this key factor was when managers
and their upward reporting line were the only groups with access,
which was a positive predictor of concern. Participants indicated
that this hierarchical access level increased feelings of surveillance.
They noted that this may actually harm collaboration: “[the] big boss
watching you could discourage informal exchanges that are essential
for my team cohesion.” Another noted that “[if] none of the team
members have access to data, we may end up not putting [in] any
more effort," suggesting that individual access would be what led
to behaviour changes. Some participants trusted the technology
to “protect my privacy," and noted that the pressure that came from
multiple people being able to access the data, which “may help every
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Table 4: Comprehensive Study: Benefits Model results. DM = Direct Manager, IC = Individual Contributor. Significance codes: ***
𝑝 < 0.001, ** 𝑝 < 0.01, * 𝑝 < 0.05. Each binary indicator (for race, gender, and country) uses non-members as the reference group

Predictor Reference Category Comparison Category 𝛽 (unstandardized) Std. Error Sig.

Measurement Aggregation Team Individual 0.28 0.14 *
Access Team and DM Only DM 0.21 0.17
Access Team and DM Manager and upwards reporting line -0.32 0.17
Access Team and DM IC 0.31 0.21
Access Team and DM Views for ICs and DM 0.01 0.23
Data Type Metadata Messages -0.28 0.15
Data Type Metadata Project Outputs -0.22 0.15
Algorithmic Transparency None Source Data 0.91 0.15 ***
Algorithmic Transparency None Narrative Description 1.00 0.15 ***
Control Level None Some opt out control 0.33 0.15 *
Control Level None Total opt out control 0.64 0.15 ***
Gender All Others Woman -0.17 0.18
Race All Others White 1.08 0.46 *
Race All Others Black 1.91 0.64 ***
Race All Others Latine 0.52 0.71
Race All Others South Asian 1.21 0.73
Country All Others Canada -0.89 0.54
Country All Others India -0.13 0.91
Country All Others Italy -0.29 0.64
Country All Others Kenya -1.29 0.73
Country All Others Mexico 1.22 0.77
Country All Others Poland -0.48 0.51
Country All Others Portugal -0.96 0.62
Country All Others South Africa -0.56 0.49
Country All Others United Kingdom 0.05 0.40
Country All Others United States 0.22 0.46
Age 25-34 18-24 -0.10 0.27
Age 25-34 35-44 -0.13 0.21
Age 25-34 45-54 -1.14 0.33 ***
Age 25-34 55-64 -0.22 0.37
Age 25-34 65-74 -1.06 0.72
Manager Level Multi-Level Manager Not Manager 0.01 0.22
Manager Level Multi-Level Manager One-Level Manager 0.17 0.20
Years Worked 4-5 <1 2.94 1.48 *
Years Worked 4-5 1–3 -0.12 0.22
Years Worked 4-5 10+ 0.29 0.35
Years Worked 4-5 5-10 -0.44 0.24
PSS Score - PSS Measure -0.24 0.13
𝑅2
𝑚𝑎𝑟𝑔𝑖𝑛𝑎𝑙

= .17, 𝑅2
𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙

= .29; this indicates that vignette factors explained about 17% of the variance, while including
participant-level random effects increased the explained variance to 29%

individual to perform better." Others highlighted concerns regarding
competition that may arise, such as “some members of staff thinking
they’re better than another member...who could just be having a
difficult week/month." The significance of manager-only access but
non-significance of other levels suggests that the critical threshold
for surveillance is vertical data flows to senior management. Other
access levels are not universally interpreted, as participants believe
that external competition could be helpful and harmful.

4.3.3 Data Type. Data type had three levels: metadata (baseline),
messages and meeting transcripts, and completed work outputs. No
data type was found to be a significant predictor of either perceived
concern or perceived benefit. Open-ended responses highlighted

mixed reactions. Some participants described that message moni-
toring could “create a sense of surveillance among my peers.” Others,
however, expressed appreciation for rich message-based assess-
ments: “[I] like the fact [that] the content of the messages is being
assessed, not just the number of messages.” Perspectives on com-
pleted work were similarly divided. Some participants valued this
emphasis on work-specific data, saying that they appreciate when
the tool “focuses on evaluating completed work rather than personal
communications...more relevant and fair.” Yet others focused on the
term “completed," noting that “scores based only on completed work
might undervalue other contributions (like mentoring, ideation, or
support work), which could be unfairly reflected..." For Metadata,
which is commonly used in commercial analytics platforms [96],
one participant suggested potential collaborative benefits that came
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Table 5: Comprehensive Study: Concern Model results. DM = Direct Manager, IC = Individual Contributor. Significance codes:
*** 𝑝 < 0.001, ** 𝑝 < 0.01, * 𝑝 < 0.05. Each binary indicator (for race, gender, and country) uses non-members as the reference
group

Predictor Reference Category Comparison Category 𝛽 (unstandardized) Std. Error Sig.

Measurement Aggregation Team Individual -0.08 0.14
Access Team and DM Only DM 0.17 0.17
Access Team and DM DM and upwards reporting line 0.38 0.17 *
Access Team and DM IC -0.11 0.21
Access Team and DM Views for ICs and DM 0.07 0.23
Data Type Metadata Messages 0.21 0.15
Data Type Metadata Project Outputs 0.11 0.15
Algorithmic Transparency None Source Data -0.46 0.14 **
Algorithmic Transparency None Narrative Description -0.56 0.15 ***
Control Level None Some opt out control -0.28 0.15
Control Level None Total opt out control -0.44 0.15 **
Gender All Others Woman 0.39 0.18 *
Race All Others White -0.75 0.47
Race All Others Black -1.85 0.56 ***
Race All Others Latine -1.05 0.72
Race All Others South Asian -0.01 0.75
Country All Others Canada 1.09 0.57
Country All Others India -0.44 0.96
Country All Others Italy -0.43 0.67
Country All Others Kenya 1.17 0.77
Country All Others Mexico 0.28 0.76
Country All Others Poland -0.18 0.53
Country All Others Portugal 0.61 0.66
Country All Others South Africa 0.91 0.51
Country All Others United Kingdom -0.21 0.43
Country All Others United States 0.17 0.48
Age 25-34 18-24 0.12 0.27
Age 25-34 35-44 -0.13 0.22
Age 25-34 45-54 0.94 0.34 **
Age 25-34 55-64 0.83 0.38 *
Age 25-34 65-74 0.87 0.74
Manager Level Multi-Level Manager Not Manager -0.11 0.23
Manager Level Multi-Level Manager One-Level Manager -0.39 0.21
Years Worked 4-5 <1 -3.30 1.52 *
Years Worked 4-5 1–3 0.42 0.23
Years Worked 4-5 10+ -0.91 0.35 **
Years Worked 4-5 5-10 0.48 0.25
PSS Score – PSS Measure 0.43 0.14 **
𝑅2
𝑚𝑎𝑟𝑔𝑖𝑛𝑎𝑙

= .15, 𝑅2
𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙

= .28; this indicates that vignette factors explained about 15% of the variance, while including
participant-level random effects increased the explained variance to 28%

from knowing when and how someone was working, noting “as
a team we are able to help each other when we are all aware of the
team’s activity patterns.” Others worried about the limitations of the
data, as it did not contain the content of the collaboration: “measur-
ing only activity patterns...doesn’t reflect the quality of collaboration
or the actual value of contributions...” The lack of significant effects,
despite rich qualitative disagreement, suggests that the fairness of
a data source is not an inherent property, but is contextual based
on privacy, completeness, and relevance to ‘real’ collaboration.

4.3.4 Algorithmic Transparency. Algorithmic transparency had
three levels: no transparency (baseline), links to raw data, and a
narrative explanation. Both the presence of a narrative description

and links to specific data emerged as strong positive predictors of
benefits and strong negative predictors of concern, as displayed in
Tables 4 and 5. Regardless of the type of transparency, open-ended
responses were overwhelmingly positive. Participants stressed that
transparency would make the tool more actionable “the written
explanation makes the feedback more useful,” and “the inclusion of
links provides data transparency...[to] see [what] contributed to the
score". In contrast, when transparency was not provided, partici-
pants noted it as “...useless for improvement”. This response reveals
that participants are not considering the negative consequences
of transparency, either because they do not anticipate them, or
because, in team collaboration (where much data is already public),
the benefit of understanding the system outweighs other concerns.
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4.3.5 Control. Control had three levels: no opt-out control (base-
line), some opt-out control, and total opt-out control. As shown in
Table 4, providing some level of control was a moderate predictor
of benefit. Offering full control was a strong predictor of benefit
and a considerable negative predictor of concern. Open-ended re-
sponses demonstrated a similar trend: the more opt-out control,
the better. General consensus was that “the ability to opt out of data
collection—fully or partially—is essential," because “mandatory par-
ticipation undermines individual agency and may foster resistance or
disengagement.” The absence of control was consistently described
as problematic. As one participant put it, “lack of choice reduces my
sense of autonomy and increases discomfort with the tool.” Emerg-
ing as the single strongest factor in our study, participants’ strong
preference for control suggests they view it as a trust-building
mechanism—when they choose to participate, they perceive the
resulting data as more legitimate.

4.3.6 Specific Concerns and Benefits. In their open-ended responses,
participants identified several broad categories of benefits. Par-
ticipants described that the system may help improve time man-
agement: “gaining insights into individual productivity patterns...”
Generally, participants believed the system would improve team
performance by providing targeted feedback at the team level. Par-
ticipants also noted that increased “fairness and efficiency” would
result from a system that used consistent data and a systematic
algorithm to assess collaboration.

Many participants brought up concerns regarding the idea of
being “scored” in any way: “a scoring system in the workplace is
something extremely inappropriate”, one participant wrote, which is
similar to multiple open-ended comments that disapprove of any
numerical result. A more specific concern was the fear that “scores
are too simplistic or miss important contributions (like collaboration,
problem-solving, or mentoring)". Due to this risk of misinterpretation
and missing important nuances, participants worried that the tool
was “likely to create distrust, stress, and unfair judgments”.

Several participants discussed how the specific way a key factor
is implemented will affect their perception of the tool. For example,
a participant cited that they would perceive benefit from using
metadata if activity patterns could be “[uniquely] configured and if a
manager could input the data that should be monitored”, suggesting
that customization is important. These findings suggest that partici-
pants do not object to GI systems broadly, but to inflexible numeric
measures that cannot adapt to their team’s context. Participants
may accept the risks of quantification if they perceive they have
agency in configuring the system to reflect their work practices.

4.3.7 Tradeoff of Concerns and Benefits in Intention to Use. We next
determine whether participants reasoned about their intention to
use the system by balancing the concerns and benefits—or, in other
words, whether benefits and concerns mediated intention to use.
We evaluated mediation using two complementary approaches.
First, we compared a CLMM predicting intention to use, including
the mediators (perceived benefits and concerns), against a model
excluding them. A likelihood ratio test indicated that including
perceived benefits and concerns significantly improved model fit
compared to a reduced model that included only vignette factors,
𝜒2 (2) = 1132.10, 𝑝 < .001. As shown in Table 6, we found that both
benefits and concerns were significant predictors of intention to use

(𝑝 < 0.001), where benefit was positively associated, and concern
was negatively associated. Only a single key factor level remained
significant, where having total control over the ability to opt out
was positively related to intention to use (𝑝 < 0.05). Comparing the
direct effects for each key factor before and after adding mediators,
manager and upward reporting line access, datatype messages, and
both types of transparency (linking to source data and narrative
explanations) demonstrated full mediation, as their direct effects
were no longer significant after adding the mediators. Total opt-out
control exhibited partial mediation, with both significant indirect
and direct effects.

Second, we used nonparametric bootstrapping (1,000 resamples)
to estimate bias-corrected 95% confidence intervals for each indirect
path (via perceived benefits and concerns). Indirect effects were
considered significant when their confidence intervals excluded
zero. We also report standardized indirect effects to communicate
the effect size of these relationships. The results from this boot-
strapping largely confirmed significant indirect effects (𝛽𝑠𝑡𝑑 ) for the
same key factors identified as mediated in the model comparison,
including a significant negative indirect effect of only managers
and upward reports having access, a significant negative indirect
effect of messages as data type, and significant positive effects of
transparency via data or narrative explanations, and total opt-out
control. Additionally, bootstrapping revealed a significant indirect
effect for some opt-out control that was not detected in the model
comparison. Both types of transparency had the largest mediating
influence on intention to use, with total opt-out control and some
opt-out control showing moderate indirect effects, and manager-
only access and messages as a data type showing smaller negative
indirect effects. Together, these findings suggest that design factors
influence intention to use primarily by shaping how users perceive
benefits and concerns, rather than through direct paths. Details are
shown in Appendix I.

4.4 Design Tensions
To address RQ2, we consider the quantitative and qualitative find-
ings regarding a complete GI systemwithin the context of asymmet-
ric benefits and concerns in GI settings. We derive five preliminary
design tensions that highlight the unique challenges with GIs.

Tension #1: Balancing Individual Agency and Represen-
tational Accuracy Users view opt-out control as beneficial. This
aligns with privacy calculus theory, where perceived control is a
critical mediator between risk perception and intention [17]. How-
ever, certain collaboration elements, such as psychological safety
[40], exist only at a group level. Providing granular opt-out control
to individuals would limit the system’s ability to make accurate
estimates for the entire team. This is similar to the “paradox of
control” often discussed in privacy literature, where users believe
that they want control over their data, but this control often leaves
them more exposed in the end [17].

Tension #2: Balancing Individual Utility vs. Collective Co-
hesion Participants noted that displaying feedback on an individual
level was more beneficial, with open-ended responses specifically
noting this would be more actionable. In fact, past work that asked
participants to list collaboration metrics they’d be interested in
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Table 6: Cumulative link mixed model predicting Intention to Use (Path B). DM = Direct Manager, IC = Individual Contributor.
Significance codes: *** 𝑝 < 0.001, ** 𝑝 < 0.01, * 𝑝 < 0.05. Each binary indicator (for race, gender, and country) uses non-members
as the reference group

Predictor Reference Category Comparison Category 𝛽 (unstandardized) Std. Error Sig.

Measurement Aggregation Team Individual -0.05 0.15
Access Team and DM Only DM 0.05 0.18
Access Team and DM DM and upwards reporting line -0.04 0.18
Access Team and DM IC -0.05 0.23
Access Team and DM Views for ICs and DM 0.26 0.24
Data Type Metadata Messages -0.15 0.16
Data Type Metadata Project Outputs -0.07 0.16
Algorithmic Transparency None Source Data -0.04 0.16
Algorithmic Transparency None Narrative Description 0.06 0.16
Control Level None Some opt out control 0.01 0.15
Control Level None Total opt out control 0.39 0.16 *
Benefit – Benefit Measure 1.73 0.08 ***
Concern – Privacy Concern Measure -0.29 0.05 ***
Gender All Others Woman -0.09 0.17
Race All Others White -0.10 0.46
Race All Others Black 0.55 0.54
Race All Others Latine 1.01 0.70
Race All Others South Asian 0.01 0.72
Country All Others Canada -0.03 0.55
Country All Others India 0.08 0.90
Country All Others Italy 1.25 0.67
Country All Others Kenya -1.52 0.75 *
Country All Others Mexico -1.25 0.74
Country All Others Poland 0.20 0.51
Country All Others Portugal 0.68 0.64
Country All Others South Africa 0.73 0.49
Country All Others United Kingdom -0.22 0.40
Country All Others United States -0.29 0.47
Age 25-34 18-24 0.12 0.26
Age 25-34 35-44 -0.09 0.21
Age 25-34 45-54 -0.08 0.33
Age 25-34 55-64 -1.09 0.38 **
Age 25-34 65-74 0.14 0.73
Manager Level Multi-level Manager Not a Manager -0.30 0.22
Manager Level Multi-level Manager One-Level Manager -0.00 0.19
Years Worked 4-5 <1 1.67 1.41
Years Worked 4-5 1–3 -0.29 0.22
Years Worked 4-5 3–5 -0.26 0.23
Years Worked 4-5 10+ -0.05 0.34
PSS Score – PSS Measure -0.45 0.13 ***
McFadden’s 𝑅2 = .44 and Nagelkerke’s 𝑅2 = .46.

measuring showed that users still list characteristics that are mea-
sured individually, such as mood [84]. While some characteristics
of collaboration are first measured at an individual level and then
aggregated, such as turn-taking [111], other team-wide measures
may be more than the sum of their parts—such as collective in-
telligence [106]. In these cases, it may be impossible to provide
individual feedback. Furthermore, individually reported data made
some participants concerned about surveillance. Thus, individual
data is both high-utility (actionable), and high-risk.

Tension #3: Balancing Privacy and Transparency Partici-
pants consistently rated algorithmic transparency methods, such
as narrative explanations and pointing to raw data, as making the

system more beneficial and less concerning, suggesting that expla-
nations are essential for trust. However, past work suggests that
explainable AI methods may leak specific points in the training
dataset [117]. Narrative explainable AI methods often employ ex-
tractive methods, in which specific input data (e.g., communication
messages, recordings) are summarized into an explanation, which
can result in data leakage [59]. When placed in the context of GI
systems, we can imagine that this transparency may result in “plac-
ing blame," particularly because users have access to much of the
source data to investigate themselves. While transparency mecha-
nisms that point to the raw data are likely to increase trust in the
tool, they could also reduce trust within teams.
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Tension #4: Balancing Performance and Policing Open-
ended responses revealed that participants had conflicting views
on who should have access to the GI system. While it was generally
believed to be more concerning when only managers and senior
leaders accessed the data, other access levels were not significant
in either model. Some participants were concerned that data could
be misinterpreted if users lacked context about a specific team.
Other participants, however, noted that they may be motivated
to collaborate more effectively if they knew that others could see
their performance. We observe significant personal preferences that
should be considered in these design decisions, with some workers
motivated by ‘friendly competition’ and others concerned about
privacy. This suggests a thin line between motivation (facilitated
by social comparison) and policing (facilitated by surveillance).

Tension #5: Balancing Algorithmic Consistency and Con-
textual FairnessWhile not significant in our concerns and bene-
fits models, in open-ended responses, some participants noted that
using completed work as input data would be fair and objective.
Others worried that finished products would not capture “invisible
labor” such as mentoring and ideation, which may not be present in
digital traces. While automated metrics offer a form of procedural
fairness, applying the same measure to all, they may lack contex-
tual fairness by failing to account for nuanced contributions not
digitally captured, which may be unequally distributed across roles.

5 Discussion
The goal of this work was to investigate how the concern-benefit
trade-offmanifests in GI systems, and how contextual design factors
affect these trade-offs when there exists an asymmetry between
individual and group benefits. Through an exploratory vignette
study, we identified initial perceptions of GI design: individually
presented data creates benefits through actionability, though with
ambiguous concerns across users; there exists a critical threshold
of access (managers and executives) that raises concerns; concerns
regarding data types depend on how private, complete, and realistic
the data is perceived to be; transparency is not seen as concerning,
perhaps due to team open-sharing cultures; GI is seen as more
legitimate if users choose to participate, even if accuracy is reduced,
and; participants reject inflexible quantification in GI systems. We
extend the work on informatics for pairs [78, 139], families [77],
and ad-hoc teams [105] to start thinking about group informatics
as a permanent fixture in knowledge work teams. We take the first
step in answering the call from Gal et al. [54] for the empirical
study of workplace informatics.

We identify five preliminary tensions when balancing individu-
als and groups, which act as a form of “intermediate knowledge"
to bring empirical findings closer to design theory [64]. These
tensions provide concrete instantiations of the frameworks of con-
textual integrity and privacy calculus in the context of GI systems,
thereby exploring the specific mechanisms through which group-
level asymmetry manifests in design. We’ve introduced the idea of
GI systems that measure high-level collaboration constructs, such
as psychological safety, moving beyond the simple metrics (e.g.,
number of messages sent, time in collaboration) that are currently
implemented in commercial tools such as Microsoft Viva.

5.1 Asymmetric Balance in Individual Risk and
Collective Benefit

Our design tensions illuminate how collective action dynamics
reconfigure privacy calculus in group settings. Complicating the
traditional understanding of privacy calculus as “if I share data,
I will get something in return” [36], we identify the asymmetric
effects across concerns and benefits.

We found that individuals perceive something as more beneficial
when they have control, enabling them to protect their privacy by
opting out. Yet, this creates a free-rider problem: individual concern
is reducedwithout recognizing that this maymake the entire system
less accurate. This complicates traditional privacy calculus [36], as
opting out of data collection creates a false sense of safety for the
individual user, while actually degrading the system’s outcomes
and, in turn, team collaboration. We also found that users prefer
actionable feedback presented at the individual level, contradicting
prior work that argues data should be shared only anonymously
[91] or in aggregate [84]. While these methods can protect privacy,
they inherently also challenge accountability in a group setting,
potentially resulting in the “bystander effect," where if group-level
feedback is provided, everyone might consider it someone else’s
responsibility. Both of these findings suggest that users perceive
collaboration effectiveness as the “sum of its parts,” a view that
many group-level constructs contradict [106].

As Seberger et al. [112] note, users seem to weigh benefits and
concerns when deciding whether to use a system, but these trade-
offs are not always straightforward. Not all factors were both pos-
itive benefits and negative concerns (or vice versa), as we might
expect if all design factors were simply positive or negative. For
example, having some control had a positive relationship with per-
ceived benefit, but was not a significant predictor of concern. This
suggests that there may be a more universal understanding of how
different design choices lead to team benefits, and greater variation
in how these choices may be perceived as concerning. This finding
provides further evidence that it may be challenging for users to
balance largely individual concerns (e.g., someone may see and
misinterpret my performance), with collective benefits (e.g., the
team may be able to reflect on and improve performance).

We identified key differences and similarities between our find-
ings and the personal informatics, group informatics, andworkplace
surveillance literature. First, data type may be less important in
reasoning about the concerns and benefits of a GI system. While
we hypothesized that communication data would be sensitive in a
workplace context (similar to emotional data [29]), data type was
not a significant predictor of concerns or benefits — unlike in per-
sonal informatics [31, 126]. Open-ended responses revealed that it
was too sensitive for some, but appropriately contextual for others.
Second, granular access levels may have a limited effect on benefits
and concerns in GI systems, contradicting past work [134]. It may
be less important who on the team accesses the data, as long as team
members also can. This may be due to the semi-public nature of
most communication and work products in teams (consider public
Slack channels and shared Google Drives). Third, past work has
found that surveillance technologies are generally described as use-
ful for leaders but not for workers [104]. Our concerns and benefits
models showed little difference in perception between managers
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and non-managers, which aligns with the goal of the GI systems
we have proposed, where they are used primarily as a collaborative
tool to support teamwork.

We add evidence to findings from PI literature that transparency
increases intention to use a system [11, 139, 140]. Both narrative
and raw data transparency are perceived as beneficial. Building
on Das Swain et al. [30], this suggests that LLMs would likely be
useful for these narrative explanations. If the risks of hallucination
or data privacy concerns (e.g., non-local models) were too high,
the system could instead link directly to the raw data. We also add
evidence to PI findings that show that being in control of what
one chooses to share, whether with another individual [78, 139] or
the system itself [23, 62], can support self-reflection. Control being
the strongest predictor aligns with theories of algorithmic agency,
which suggest that users will trust AI-based systems when they are
perceived as active agents rather than data subjects [115]. We also
echo some concerns from group informatics literature, such that
these systems may create mistrust [90]. Extending this, we show
that people resist the idea of being quantified in any way, and think
that a lot of the work they do that is “soft” e.g., mentoring, would
be missed by numbers, and that flexibility in how these features are
configured, so that they could align with team norms, was critical.

5.2 Contextual Integrity in Group Settings
We extend the discussion of contextual integrity in HCI [26, 57, 60]
by operationalizing the elements of the theory [87, 101], and adding
to the discussion of which elements may be most important in the
asymmetric group context. Our findings show that the data subject
(i.e., the individuals or teams the information concerns) in the con-
textual integrity framework is important for achieving benefits in
the GI context. The most significant relationships with perceived
concerns and benefits were algorithmic transparency and control,
which we argue are both examples of the transmission principle
element of contextual integrity. Transmission principles control
whether workers can reduce their own concern while still bene-
fiting. Measurement aggregation obscures individual opt-out, and
transparency reveals how individual data become team metrics
(potentially revealing missing contributors). These features recon-
figure the free-rider problem, and suggest that for GI systems, we
may need to be more creative in creating rules for when data can
be shared and with whom. Our findings show that, in terms of the
actors (or recipients) of the data, there may not be a universally
agreed-upon way to segment who can access it and who cannot.
Due to the semi-public nature of much of the team-level data types
we analyzed in this work, we recognize that users may not consider
the data type an important factor when deciding whether to use a GI
system. However, we hypothesize that if these systems collect more
invasive data (e.g., keystrokes, private/direct messages, webcam
surveillance), then data type could become more important.

5.3 Design Implications
All the design tensions mentioned in Section 4.4 are speculative
in this exploratory study. Validation of these preliminary design
tensions is part of future work, which will need to thoughtfully and
meaningfully address these tensions and their implications for GI
system design. We enumerate through each tension in Section 4.4.

We recognize that each GI system and its goals may be different,
so we do not aim to be prescriptive, but rather, use examples to
encourage those designing GI systems to consider these tensions.

First, we acknowledge that even when GI systems are designed
with collaborative intent, employees may interpret them through
the lens of existing organizational power dynamics [29, 104]. De-
spite the most thoughtful design, organizations may still deploy
GI systems for oversight or productivity measurement while fram-
ing them as collaboration tools, and employees’ awareness of this
gap shapes their perceptions of concerns. This concern extends to
opt-out control—our finding assumes that opting out is a genuinely
free choice. In practice, employees may fear that opting out signals
distrust or non-compliance. Thus, we must not only consider the
design of these systems, but the power dynamics, organizational cul-
ture, and implementation practices that will influence effectiveness
as much as design does. Future work that qualitatively investigates
how these systems are integrated into work practices, and when
they work or fail, will contribute the organizational requirements
alongside the design requirements explored here.

Tension #1:When users lack control, the perceived concerns
often outweigh the potential benefits. By granting control, the sys-
tem lowers the perceived privacy cost. We argue that in GI, this
control is a prerequisite for accurate systems. Without the safe-
guards provided by control mechanisms, users may game the sys-
tem, rendering its data useless regardless of its volume. To prevent
perceptions of a loss of agency at work [134], we suggest designers
enable GI systems to be configurable, allowing leaders to work with
employees to identify which feedback (and, thus, required data) is
most critical. For example, a teammay select a fewmeasures among
many possibilities to maximize measurement accuracy where indi-
viduals are most comfortable. Alternatively, designers could specify
a threshold of participation for accuracy (e.g., 80% of the team).
If too many users opt out, the system should suppress the metric
entirely rather than reporting inaccurately. Future work can also
look to legal and philosophical solutions for group-level privacy
(e.g., Taylor and Floridi [129]) that could inspire design choices.

Tension #2: Even though GI systems focus on group-level met-
rics, there seems to be some need for personalized, individual feed-
back. Future work should investigate this challenge by each group-
level metric, as some may be able to be broken down to provide
individual feedback, while others may not. If possible, we can con-
sider developing GI systems that allow each user to interact with
the data in their own way, such as a personalized visual encoding,
which can then connect to actionable items and the broader pic-
ture [140]. Broadly, participants rejected the idea of a numerical
“score" for their collaboration. Thus, while some constructs may
exist in theory only at the group level, by focusing on narrative
feedback rather than quantification, GI systems may be able to
tailor team-level feedback to each individual based on their specific
collaboration style. For example, if a team regularly experiences
misunderstandings and one team member is rarely involved in
these conversations, their feedback may ask them to communicate
more explicitly as an example to the team.

Tension #3: Participants noted that transparency was critical
to use the system. Yet, many transparency mechanisms risk expos-
ing raw data that may single out team members. Both tensions
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2 and 3 may require a technical solution, similar to the computa-
tional approaches to multi-party privacy [39, 46, 69, 142]. In GI,
this could involve investigating different algorithmic transparency
methods, particularly given research on LLMs and explainable AI
[32, 42, 47, 141]. To address the risk of data leakage through trans-
parency, we recommend progressive disclosure of explanations
[122]. Given that both narrative and raw data explanations were
rated as increasingly beneficial, GI systems may first provide nar-
rative explanations of the metric. If raw data is needed for trust,
designers can use synthetic explanations by generating represen-
tative, anonymized examples that illustrate the pattern without
exposing real interactions between specific colleagues. Although
not in a workplace setting, Spotify Wrapped is a commercial exam-
ple of blended explanations and visualizations that address both
personal and group data, as well as narrative and raw data [121].

Tension #4: Participants seemed to have differing opinions on
the impact of data being shared with those outside of their team—
with some viewing this as healthy competition, and others see-
ing this as policing. Since sharing data to motivate employees is
separated from policing employees by a thin line of context, GI
systems may temporally bound access. For example, GI dashboards
may only be available during specific events, such as a sprint ret-
rospective on a software team or when employees are reflecting
on their yearly performance. This might encourage employees to
use these systems to benefit collaboration, or internally motivate
themselves, without risking anyone becoming overly focused on
a metric, and preventing perceptions that one is “always being
watched.” By bounding the “surveillance” to a specific, agreed-upon
time, the system may be seen as a specific tool for a specific task,
rather than an always-on monitor.

Tension #5: Participants were worried that much of the labour
they do at work is invisible to automated algorithms. Any systems
that rely on automated measures are likely to miss any “invisible
work”, or even work that is simply “digitally invisible”, even if it
is visible in person—ignoring principles of data feminism [35]. To
address this fairness gap, GI systems may need to consider hybrid
metrics, where users can input their own context into the system
(e.g., record mentoring or emotional support activities) that aug-
ment any digital traces. One view of the dashboard could explicitly
highlight the discrepancy between digital-trace-based and human-
reported measures, forcing the system and its users to acknowledge
blind spots around invisible labour.

Lastly, many of these design decisions will depend on the collabo-
ration elements measured by the system. There are numerous ways
to classify successful collaboration [88, 118]—some are bound to
be more important than others, more easily measured using digital
traces than others, and more easily (dis)aggregated than others. In
future work, we aim to bridge the gap between teamwork literature
and HCI by understanding which, if any, of these elements can
be translated for GI systems. A better understanding of what GI
systems can measure will help inform detailed design guidelines.

5.4 Limitations
Due to the contextual nature of privacy, Barkhuus [8] argues that
imagined scenarios may not always accurately capture privacy per-
ceptions. Thus, participants’ survey perceptions may not align with

how they would feel using the system. Additionally, we deliberately
left the specifics of the GI system vague—wanting to gather broad
perceptions of GI systems as a whole rather than specific reactions
to a single measurement, which likely also affected the participants’
ability to imagine themselves in this scenario. As such, we present
these findings as an early exploration of the potential design space,
and not as final guidelines for future development. To overcome
these limitations, we plan to hone in on a specific implementation of
GI, and use an in-depth qualitative approach (using a design probe)
to enable more realistic and nuanced design feedback. Our vignette
study framed GI systems as tools designed for team benefit, which
may have led participants to evaluate them more charitably than
they would in a real deployment, where organizational motives
are ambiguous and can be perceived as surveillance-oriented [29].
Future qualitative studies will also ask participants to consider how
the tool might be used “correctly" or “incorrectly" across use cases.

We are also limited by the study’s participant pool. Using crowd-
sourcing platforms meant that our participant pool reflected those
who were on the platform at the time of the study launch, which in
our case, meant that we had a large percentage of participants from
South Africa. It has been noted that attitudes towards privacy can
vary between cultures [2]. Further, our sample contained a larger
percentage of managers. While past work has shown that managers
perceive workplace surveillance risks differently than employees
[104], our sensitivity analysis showed that our findings were not
largely driven by managers. Due to the increasing length of the sur-
vey, our average payment value fell below the ideal Prolific amount.
While in line with other work [58, 103, 120], this lower amount
may have introduced a self-selection bias among participants who
completed our study.

6 Conclusions
To analyze the trade-offs between perceptions of benefits and con-
cerns in group informatics systems, an asymmetric context where
individual concerns are weighed against team benefits, we con-
ducted a pilot and a comprehensive factorial vignette study. We
analyzed the influence of measure aggregation, access levels, al-
gorithmic transparency, data types, and control on perceptions of
concerns, benefits, and intentions to use these systems, finding
that design factors, specifically algorithmic transparency and user
control, may influence intention to use primarily through benefits
and concerns. We reveal five preliminary design tensions that must
be carefully managed in the design of group informatics systems,
and we extend theories of privacy calculus and contextual integrity
to describe privacy decisions in group contexts.
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A Pilot Study - Background Information
Please read the following background information which applies to all future scenarios you will be shown in this survey.
Imagine you work for a large software company with over 10,000 employees. In this scenario, you are an individual contributor
(IC), meaning you have a direct manager who has other managers above them. Your entire company has recently adopted a
new tool that uses data from your virtual collaboration tools (e.g., email, chat platforms like Slack or Microsoft Teams, video
call recordings, online shared documents, etc.) to measure your team’s collaboration practices, and display them over time,
on a dashboard. This tool calculates a metric on how successfully your team is collaborating. The goal of the system
is to summarize these important characteristics, allowing individuals to reflect on, and improve, their collaboration
practices, which should ultimately lead to more efficient and effective software outputs for your customers. Only data that is
already visible to the entire team (e.g., an email sent to the entire team, or a shared document all team members have access
to) are used in the measurement. Thus, private emails, messages, or meetings are not used by the tool. Assume that
these measurements do not contain errors.

B Pilot Study - Demographics

Table 7: Pilot Study participant demographics (N = 106).

Category Option n %

Age

18–24 15 14.2%
25–34 47 44.3%
35–44 23 21.7%
45–54 11 10.4%
55–64 8 7.5%
65–74 2 1.9%

Gender

Man 50 47.2%
Woman 50 47.2%
Non-binary 4 3.8%
Two Spirit 1 0.9%
Prefer not to answer 1 0.9%

Race

White 27 25.5%
Black 67 63.2%
Latine 5 4.7%
South Asian 3 2.8%
East Asian 2 1.9%
Other 2 1.9%

Years worked

<1 0 0.0%
1–3 32 30.2%
3–5 16 15.1%
5–10 26 24.5%
10+ 32 30.2%

Job level
Not a manager 23 21.7%
One-level manager 42 39.6%
Multi-level manager 41 38.7%
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C Pilot Study - Concerns and Benefits Scale

Table 8: Pilot Study: Perceived Concerns and Benefits Scale. Measured on a 7-point Likert scale.

Perceived Concerns Perceived Benefits

I am concerned about how much information could be
collected by this tool.

I imagine that this tool could improve my team’s per-
formance.

I am concerned about how this tool could increase my
team’s level of stress.

I imagine that this tool could increase my team’s effi-
ciency.

I am concerned about how this tool could weaken trust
within my team.

I imagine that this tool could improve my team’s collab-
oration.

I am concerned about how this tool could represent a
violation of privacy rights.

I imagine that this tool could increase my team’s satis-
faction.

I am concerned about how this tool could be misused.

D Pilot Study - Concerns and Benefits Model Results

Table 9: Pilot Study: Benefits Model results. DM = Direct Manager, IC = Individual Contributor. Significance codes: *** 𝑝 < 0.001,
** 𝑝 < 0.01, * 𝑝 < 0.05. Note that reference values differ from the comprehensive study, as reference decisions were based on the
most common value in each specific dataset. Each binary indicator (for race, gender, and country) uses non-members as the
reference group

Predictor Reference Category Comparison Category 𝛽 (unstandardized) Std. Error Sig.

Measurement Aggregation Team Individual -0.08 0.11
Access Team and DM Only DM -0.17 0.16
Access Team and DM DM and upwards reporting line -0.10 0.16
Access Team and DM Everyone -0.03 0.14
Access Team and DM IC only 0.11 0.18
Scenario Team Reflection External Evaluation 0.10 0.13
Scenario Team Reflection Individual Reflection -0.26 0.17
Scenario Team Reflection Specific Situation -0.23 0.13
Gender All Others Male 0.12 0.21
Race All Others White -0.79 0.25 **
Race All Others Latine -0.65 0.50
Age 18-24 -0.26 0.32
Age 35-44 0.26 0.27
Age 45-54 -0.28 0.38
Age 55-64 0.44 0.43
Age 65-74 0.61 0.80
Manager Level Not a Manager Multi-Level Manager 0.54 0.32
Manager Level Not a Manager One-Level Manager -0.08 0.28
Years Worked 4-5 1–3 -0.06 0.28
Years Worked 4-5 10+ -0.24 0.38
Years Worked 4-5 5–10 -0.56 0.29
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Table 10: Pilot Study: Concern Model results. DM = Direct Manager, IC = Individual Contributor. Significance codes: *** 𝑝 < 0.001,
** 𝑝 < 0.01, * 𝑝 < 0.05. Note that reference values differ from the comprehensive study, as reference decisions were based on the
most common value in each specific dataset. Each binary indicator (for race, gender, and country) uses non-members as the
reference group

Predictor Reference Category Comparison Category 𝛽 (unstandardized) Std. Error Sig.

Measurement Aggregation Team Individual 0.121 0.104
Access Team and DM Only DM -0.0473 0.152
Access Team and DM DM and upwards reporting line -0.000799 0.152
Access Team and DM Everyone 0.0802 0.138
Access Team and DM IC -0.581 0.175 ***
Scenario Team Reflections External Evaluation -0.161 0.130
Scenario Team Reflections Individual Reflection -0.139 0.161
Scenario Team Reflections Specific Situation 0.0571 0.131
Gender All Others Male -0.231 0.241
Race All Others White 0.395 0.287
Race All Others Latine 1.32 0.570 *
Age 25-34 18-24 0.136 0.358
Age 25-34 35-44 0.390 0.306
Age 25-34 45-54 0.471 0.434
Age 25-34 55-64 1.35 0.488 **
Age 25-34 65-74 1.16 0.907
Manager Level Not a Manager Multi-Level Manager 1.06 0.361 **
Manager Level Not a Manager One-Level Manager 0.412 0.323
Years Worked 4-5 1–3 0.660 0.318 *
Years Worked 4-5 10+ -0.350 0.426
Years Worked 4-5 5–10 0.573 0.328

E Comprehensive Study - Background Information
Imagine you work for a large software company with over 10,000 employees. In this scenario, you are an individual contributor
(IC), meaning you have a direct manager who has other managers above them (see Figure). Your entire company has recently
adopted a new tool that uses team data to score your team’s collaboration practices, and displays them over time, on a dashboard.

F Proportional Odds Assumption Tests
To assess the proportional odds assumption underlying all three CLMMs (benefit, concern, and intention to use), we conducted Brant tests
[18] on equivalent regression models fitted without random effects, as the Brant test is not available for mixed-effects ordinal models. Results
are summarized below.

Intention to Use Model. All vignette key factor levels satisfied the parallel regression assumption (all 𝑝 > .07), as did the mediating
variables of perceived benefit and concern (𝑝 = .18 and 𝑝 = .22 respectively) and the majority of demographic controls. Demographic
violations are attributable to sparse cell sizes.

Concern Model. All vignette key factor levels satisfied the proportional odds assumption (all 𝑝 > .25). Violations were observed only in
demographic control variables due to sparse cells, including age categories, PSS score, years worked 10+, and several small country and race
cells.

Benefit Model. The majority of vignette key factor levels satisfied the proportional odds assumption. One marginal violation was
observed for narrative transparency (𝜒2 = 16.34, 𝑝 = .01). All other key factor levels passed cleanly (all other 𝑝 > .23). As with the concern
model, violations were concentrated in demographic control variables, due to sparse cells.

Across all three models vignette key factors satisfied the assumption in all or nearly all cases, while failures were concentrated in
demographic controls. This consistent pattern, combined with the numerical instability warnings across all three tests, suggests that these
violations reflect sparse-cell artifacts. As the primary inferential focus of this work is on vignette key factors, and all but one key factor level
satisfies the proportional odds assumption across all three models, we are confident the CLMM results are not meaningfully compromised by
violations of assumptions.

G Comprehensive Study - Sensitivity Analysis
While an exact simulation-based sensitivity analysis was not possible with our mixed-effects model, we conducted an approximation by
estimating the intraclass correlation for concern/benefit ratings, and computing the effective sample size that accounts for participant
fixed-effects. Using this sample size, we applied multiple regression power analysis to determine the smallest partial effect size detectable
with 80% power at 𝛼 = 0.05. This sensitivity analysis provides an approximate minimal detectable effect for a single fixed effect in the
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mixed model, assuming the estimated intraclass correlation and observed variance structure, and does not reflect power for any individual
predictor. This analysis revealed that our study had 80% power to detect an effect of approximately 𝑟𝑝𝑎𝑟𝑡𝑖𝑎𝑙 = 0.101 in the benefits model
(corresponding to 0.18 points on a 1-7 Likert scale) and 𝑟𝑝𝑎𝑟𝑡𝑖𝑎𝑙 = 0.104 on the concerns model (corresponding to 0.19 points on the Likert
scale). As such, even small effect sizes can be detected with our sample size (i.e., substantially smaller than a conventional “small” effect).

H Comprehensive Study - Manager Sensitivity Analysis
To assess whether the overrepresentation of managers in our sample biased our main findings, we re-ran all three models on the full sample,
adding interaction terms between manager status (binary: manager vs. non-manager) and each level of each vignette key factor. Table 11
reports the significant interaction terms across all three models. Managers found only manager plus access to be more concerning than
non-managers, and managers were less likely to use the system when there was a view for managers and a different view for ICs, and
they were also less likely to use the system when one has total control to opt out of data collection. Likelihood ratio tests showed that
adding manager × key factors did not significantly improve model fit for any model (𝑝 = 0.66 for benefits, 𝑝 = 0.30 for concerns, 𝑝 = 0.20 for
intention to use).

To further validate these findings, we re-ran all models stratified by managerial status. In both subgroups, benefit was a strong positive
predictor of intention to use and concern was a strong negative predictor, confirming that the privacy calculus framing holds across
managerial levels. The results of the stratified benefit models were overwhelming similar to the overall model—the only difference being that
managers plus access was a significantly negative predictor only for managers. For the concern model, non-managers showed few significant
vignette factor effects on concern (only narrative explanations), suggesting non-managers rely more on individual privacy orientation
than specific design choices when evaluating concerns. Control also became less significant in the concern model for both managers and
non-managers, which may be due to the smaller sample sizes.

Table 11: Significant Interaction Terms — Manager Status × Vignette Factors. * 𝑝 < .05. No significant interactions were found in
the benefits model.

Model Interaction Term 𝛽 SE Sig.

Concerns Manager × DM+ Access 0.78 0.39 *
Intent Manager × IC+DM Access -1.13 0.55 *
Intent Manager × Total Control -0.79 0.39 *

I Complete Bootstrapped Mediation Path Results

Table 12: Full mediation analysis for all vignette factors. Total and direct effects are from cumulative link mixed models;
indirect effects are bootstrapped (1,000 resamples).

Predictor
Total effect Direct effect Indirect effect (total) Std. indirect

𝜷ind
Mediation

𝛽total 𝑝total 𝛽direct 𝑝direct 95% CI lower 95% CI upper

Individual Aggregation 0.20 0.17 -0.05 0.73 -0.02 1.43 0.13 No
Only Manager Access 0.23 0.20 0.07 0.71 -0.41 1.39 0.07 No
Manager Plus Access -0.37 0.04 -0.04 0.81 -1.96 -0.09 -0.15 Full
Only IC Access 0.29 0.19 -0.05 0.82 -0.23 1.98 0.10 No
IC and Manager Access 0.22 0.35 0.26 0.27 -1.20 1.31 0.00 No
Data Messages -0.34 0.03 -0.15 0.35 -1.67 -0.01 -0.14 Full
Data Work Outputs -0.19 0.20 -0.08 0.63 -1.38 0.28 -0.10 No
Transparency Raw Data 0.78 0.00 -0.04 0.82 1.52 3.22 0.42 Full
Transparency Narrative 0.92 0.00 0.06 0.73 1.68 3.56 0.47 Full
Some Opt-Out Control 0.23 0.13 0.01 0.94 0.12 1.80 0.16 No
Total Opt-Out Control 0.76 0.00 0.39 0.02 0.97 2.62 0.31 Partial
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